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PCI:DSS Network Monitoring Services

What is it?

Retailers who process payment card transactions are required to
maintain their network security.

Vodat provide a managed solution approved by PCI:DSS QSA’s
that provides retailers to have periodic scans on there network to
identify any critical vulnerabilities and to perform the necessary
penetration tests needed to keep their network to the highest
level of security.

The Services

Retailers who process payment card transactions are required to
maintain their network security.

The Vodat managed PCI monitoring services are operated from a
secure web portal and offer a suite of solutions to assist in
interrogating designated PCI:DSS activities as per the following.

Log management

Provides log collection and correction to monitor activities inside
systems, products and applications.

Penetration testing

Provide penetration testing and web application testing in
accordance with PCIDSS guidelines.

PCI ASV assessment

For an annual subscription we can carryout vulnerability
management which allows unlimited ASV assessments.

Internal vulnerability assessment

Regular assessments carried out and full reporting provided.

Intrusion detection

Validates each intrusion detection alert against the target actual
vulnerability allowing qualification against a genuine threat.

Wireless access point alerting

Installation of remote antennas across the network enables us to
be able analyse and validate the network for rouge access points.

What will it do for me?

@ Our consultancy services will provide you with a full gap
analysis and recommendations of areas to be improved.

@ Provide you with the tools to ensure that your network is
operating to a high level of security and to PCI: DSS.

e Our hosted service removes the responsibility of carrying out
the tests from your internal IT department allowing your
IT personnel to focus on other business critical services.

@ Help you keep your information safe and secure for a
fixed monthly cost.

Why Vodat International?

Vodat International is a trusted partner with both level 1 PCI-DSS
and the wider 1ISO27001security certification. We are committed
to getting the best out of communication technology to derive
products and service that deliver tangible value to

UK Retailers - it's what we do. We have a pedigree of providing
proactive comprehensive service to our clients

—you can ask them.
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